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Custody Services Overview

Background

This booklet addresses the fundamentals of securities custody and related
services, and provides guidance for examining those activities in national
banks. One of a series of specialized asset management booklets in the
Comptroller’s Handbook, the booklet supplements the overall guidance in
the “Asset Management Supervision” booklet as well as the “Large Bank
Supervision” and “Community Bank Fiduciary Activities” booklets. For
additional guidance on general asset management operations and controls,
please refer to the Comptroller’s Handbook for Asset Management. Please
refer to this booklet’s glossary for definitions of terms used in this handbook.

The Custody Services Industry

The ability to gather assets, effectively employ technology, and efficiently
process huge volumes of transactions is essential in the custody business
today. With the growth of the investment industry during the past two
decades, particularly in the mutual fund arena, the level of assets under
custody has increased significantly. Competition for custody of those assets
has been fierce, causing profit margins to shrink. At the same time, the
industry has focused on using technology to improve efficiency. As a result, a
handful of large banks now dominate the custody services industry.

Services Provided by a Custodian

Services provided by a bank custodian are typically the settlement,
safekeeping, and reporting of customers’ marketable securities and cash. A
custody relationship is contractual, and services performed for a customer
may vary. Banks provide custody services to a variety of customers,
including mutual funds and investment managers, retirement plans, bank
fiduciary and agency accounts, bank marketable securities accounts,
insurance companies, corporations, endowments and foundations, and
private banking clients. Banks that are not major custodians may provide
custody services for their customers through an arrangement with a large
custodian bank.
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Core Custody Services

A custodian providing core domestic custody services typically settles trades,
invests cash balances as directed, collects income, processes corporate
actions, prices securities positions, and provides recordkeeping and reporting
services.

Global Custody Services

A global custodian provides custody services for cross-border securities
transactions. In addition to providing core custody services in a number of
foreign markets, a global custodian typically provides services such as
executing foreign exchange transactions and processing tax reclaims. A
global custodian typically has a sub-custodian, or agent bank, in each local
market to help provide custody services in the foreign country. The volume
of global assets under custody has grown rapidly in recent years as investors
have looked to foreign countries for additional investment opportunities.

Securities Lending and Other Value-Added Services

A bank may offer securities lending to its custody customers. Securities
lending can allow a customer to make additional income on its custody assets
by loaning its securities to approved borrowers on a short-term basis. In
addition, a custodian may contract to provide its customers with other value-
added services such as performance measurement, risk measurement, and
compliance monitoring.

Risks Associated with Custody Services

For purposes of the OCC'’s discussion of risk, the OCC assesses banking risk
relative to its impact on capital and earnings. From a supervisory perspective,
risk is the potential that events, expected or unexpected, may have an adverse
impact on a bank’s capital or earnings. The OCC has defined nine categories
of risk for bank supervision purposes: credit, interest rate, liquidity, price,
foreign currency translation, transaction, compliance, strategic, and
reputation. These categories are not mutually exclusive; any product or
service may expose a bank to multiple risks. For analysis and discussion,
however, the OCC identifies and assesses the risks separately. The primary
risks associated with custody services are: transaction, compliance, credit,
strategic, and reputation. These risks are discussed more fully in the
following paragraphs.

Custody Services 2 Comptroller’s Handbook



As of May 17, 2012, this guidance applies to federal savings associations in addition to national banks.*

Transaction Risk

Transaction risk is the current and prospective risk to earnings or capital from
fraud, error, and the inability to deliver products or services, maintain a
competitive position, and manage information. Risk is inherent in efforts to
gain strategic advantage, and in the failure to keep pace with changes in the
financial services marketplace. Transaction risk is evident in each product
and service offered. Transaction risk encompasses product development and
delivery, transaction processing, systems development, computing systems,
the complexity of products and services, and the internal control
environment.

Transaction risk is also referred to as operational risk. This risk is inherently
high in custody services because of the high volume of transactions processed
daily. Experience in the custody field has shown that errors in corporate
action, settlement, foreign exchange (FX), and operating (suspense) account
processing are common causes of losses attributable to custody activities.
These losses, individually and in the aggregate, may be material. Effective
risk identification and control can greatly mitigate these errors.

Effective policies and procedures, a strong control environment, and efficient
use of technology are essential risk management tools. Meaningful reporting,
based on accurate and reliable data, is needed to provide management with
monitoring tools. The risks may be magnified in a global custody operation
where transactions occur around the clock in a variety of different markets. A
global custodian must consider a variety of additional factors including
differing market rules and conventions, the degree of automation in the
foreign market, different types of securities, capital or currency restrictions,
and the availability and communication of timely and accurate information.

Compliance Risk

Compliance risk is the current and prospective risk to earnings or capital
arising from violations of, or nonconformance with, laws, rules, regulations,
prescribed practices, internal policies and procedures, or ethical standards.
Compliance risk also arises in situations where the laws or rules governing
certain bank products or activities of a bank’s clients may be ambiguous or
untested. Compliance risk exposes the institution to fines, civil money
penalties, payment of damages, and the voiding of contracts. Compliance
risk can also lead to a diminished reputation, reduced franchise value, limited
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business opportunities, reduced expansion potential, and an inability to
enforce contracts.

Custody services are contractual in nature, and a bank must ensure
compliance with the provisions of all applicable agreements. A strong
compliance program should include monitoring the variety of laws and
regulations that may affect a custodian’s business and reporting any material
changes to the customer. Global custodians in particular must be aware of
the regulatory environments in which they operate. Compliance risk may be
heightened in foreign markets because different markets have different rules
and regulations. These differences make supervision challenging.

Credit Risk

Credit risk is the current and prospective risk to earnings or capital arising
from an obligor’s failure to meet the terms of any contract with the bank or
otherwise to perform as agreed. Credit risk is found in all activities that
depend on counterparty, issuer, or borrower performance. It arises any time
funds are extended, committed, invested, or otherwise exposed through
actual or implied contractual agreements, whether reflected on or off the
balance sheet.

The U.S. market settlement practice of delivery versus payment (DVP)
virtually eliminates counterparty credit risk in the settlement process.
However, a custodian may be exposed to credit risk if it advances funds to
settle trades for a customer. In addition, securities lending activities may
expose a bank to counterparty credit risk. For further information on credit
risk please refer to the Comptroller’s Handbook.

Global custodians may be exposed to credit risk from several sources. First, if
a sub-custodian fails, the custodian may have difficulty obtaining its
customers’ securities. Second, not all markets settle transactions DVP, so
there is risk if the custodian delivers securities without receiving payment or
pays without receiving securities. Third, in some markets a custodian may
offer contractual settlement. In this case, a custodian makes the entries to its
customer’s account on the contractual settlement date even if the custodian
hasn’t actually received the cash or securities needed to settle the trade.
Here, the credit risk is with the global custodian’s customer. Contract
provisions should provide for reversal of the transaction if the trade fails or a
specified amount of time passes.
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Strategic Risk

Strategic risk is the current and prospective risk to earnings or capital arising
from adverse business decisions, improper implementation of decisions, or
lack of responsiveness to industry changes. This risk depends on the
compatibility of an organization’s strategic goals, the business strategies
developed to achieve those goals, the resources deployed toward these goals,
and the quality of implementation. The resources needed to carry out
business strategies are both tangible and intangible. They include
communication channels, operating systems, delivery networks, and
managerial capacities and capabilities. The organization’s internal
characteristics must be evaluated against the impact of economic,
technological, competitive, regulatory, and other environmental changes.

A bank’s decision to participate in the custody business, and its ability to be
competitive if it does, is a source of strategic risk to the bank. The industry
has seen increased competition in recent years, which has reduced margins
and forced industry consolidation. To compete, a custodian must be able to
achieve a size that creates an economy of scale, and continually invest in
systems and technology.

Reputation Risk

Reputation risk is the current and prospective impact on earnings and capital
arising from negative public opinion. This affects the institution’s ability to
establish new relationships or services or to continue servicing existing
relationships. This risk may expose the institution to litigation, financial loss,
or a decline in its customer base. Reputation risk exposure is present
throughout the organization and includes the responsibility to exercise an
abundance of caution in dealing with its customers and community.

The importance of a custodian’s reputation cannot be overstated. The ability
of the bank to deliver services as promised is critical to maintaining its
reputation. The transaction-oriented custody services business makes a
bank’s failure to perform a contracted service highly visible to its customer.
Virtually any problem that the bank encounters in its custody business line
can affect its reputation if it is made public.

A bank’s custody customers may also be exposed to interest rate, liquidity,
price, credit, and foreign currency translation risk through the assets they hold

Comptroller’s Handbook 5 Custody Services



As of May 17, 2012, this guidance applies to federal savings associations in addition to national banks.*

in their custody accounts. Although any related losses are not direct risks to
the bank providing custody services, some customers may hold the bank at

fault for them. The possibility that these customers will make their claims or
allegations public presents some reputation risk.

Risk Management

Examiners should determine whether a bank has adequate systems in place to
identify, measure, monitor, and control risks in the custody services area.
Such systems include policies, procedures, internal controls, and
management information systems governing custody services.

Effective internal control is essential to a bank’s management of the risks
found in custody services. A properly designed and consistently enforced
system of internal controls will help management safeguard assets under
custody, produce reliable financial reports, and comply with laws and
regulations. For additional discussion of the internal control environment,
refer to the “Internal Control” booklet of the Comptroller’s Handbook.

Operational Controls

The importance of operational controls in the custody services area cannot be
overemphasized. Custody is a volume-driven, transaction-processing
business, and much of the risk associated with it is operational in nature. For
this reason, strong operational controls are essential to effectively manage
transaction risk.

Separation of Duties

Control can best be achieved through a division of duties. A bank first
segregates administrative and operational functions, and then it segregates
duties (both physical and logical access) within the operating system itself. It
is the responsibility of management to assess the control environment and
ensure that an appropriate system of internal control, including separation of
duties, is in place.

Dual Control

Assets under custody should be properly controlled and safeguarded at all
times. Dual control procedures should ensure that one person, acting alone,
does not have the ability to complete all phases of a transaction, or move
custody assets. Procedures should require dual control in processing of all
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custody assets, including securities, cash, income payments, and corporate
actions.

Accounting Controls

Independent control processes should ensure the accuracy of a custodian’s
records and accounting systems. Accounting controls are used to monitor
and measure transactional work flows and their accuracy. Accounting
controls include blotters, reconcilement of cash and asset movements, and
suspense accounts.

Account Acceptance and Monitoring

The account acceptance process is the first step in risk management. The
risks associated with an individual account should be addressed prior to
acceptance. A custodian’s acceptance process should provide an adequate
review of the customer’s needs and wants. During the acceptance process,
the custodian should also assess whether its duties are within its capabilities,
are lawful, and can be performed profitably.

Procedures

A properly documented account acceptance process will provide sufficient
information for the bank to make an informed decision. Risk-based
procedures should provide sales personnel with "front-end guidance" related
to the review and acceptance of new accounts, and should include a bank’s
requirements related to customer due diligence and required documentation.

Assessment of New Business

The due diligence process should ensure that the services the customer wants
the custodian to perform are legal (in the relevant jurisdictions) and within the
custodian’s capabilities. The account acceptance process should include an
assessment of the proposed relationship including a review of the products
and services needed by the customer, likely transactions (type and volume),
and customer information necessary to facilitate custody transactions (such as
tax information related to foreign tax relief). The due diligence process
should include a review for compliance with anti-money laundering rules.
Please refer to the “Bank Secrecy Act/Anti-Money Laundering” booklet of the
Comptroller’s Handbook for further information.

When accepting new business the bank should consider the operational
needs of the account. The bank should consult all applicable departments
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(including legal, accounting, operations, credit, and compliance) to determine
whether it has the capacity to serve the customer without incurring
unreasonable costs.

Agreements

Custody relationships are contractual in nature and are essentially directed
agencies. The customer is the principal, and the custodian is the agent. The
custody agreement is important as a risk management tool. The agreement
should clearly establish the custodian’s duties and responsibilities. Custody
agreements should be standardized when possible, and any deviations from
the standardized agreement should be reviewed prior to acceptance.

Management Information Systems

A management information system (MIS) is a system or process that provides
the information necessary to manage an organization effectively. MIS and the
information it generates are generally considered essential to internal control.
A primary objective of custody services MIS is the management of transaction
risk. Sound MIS produces information that is accurate, timely, consistent,
complete, and relevant. It allows a bank to measure operational performance
to designated benchmarks. While a custodian’s MIS enables a bank to
determine whether its operations are profitable, it should also inform
management about other essential matters, such as whether internal controls
are working. Refer to the “Management Information System” booklet of the
Comptroller’s Handbook for additional information.

Contingency Plan

A contingency plan is an extension of a bank’s system of internal control and
physical security. The plans should include provisions for continuance of
operation, and recovery when threats may damage or disrupt the institution’s
data processing support. A bank that relies on an outside servicer for the bulk
of its data processing should take steps to determine whether the contingency
plans of the servicer are adequate and whether its own plans complement
those of the servicer.

Comprehensive contingency planning policies and procedures for all
business lines are a responsibility of the board of directors and senior
management of a national bank. The board is responsible for reviewing and
approving the institution’s contingency plans annually and documenting the
reviews in its minutes.
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Board and Management Supervision

National bank directors are expected to perform general supervision over a
bank’s activities. Directors may assign the administration of custody activities
to such officers, directors, employees, or committees as they may designate.
However, directors retain the overall responsibility for supervision. Any
workable system or organization of a custody operation may be acceptable as
long as the directors are fully aware of and are fulfilling their responsibilities.

Staffing

Capable management and appropriate staffing are essential to effective risk
management. Experienced staff, adequate training, and the ability to manage
turnover play a major role in a bank’s ability to offer high quality and
consistent performance in custody services. A bank must carefully compare
its custody staffing levels with the volume of business and the complexity of
the services offered. If staffing is not adequate to handle the volume of
business, transactions may be poorly executed, customer service may be
inadequate, and the bank may lose both dollars and customers.

Compliance

The board and management are responsible for ensuring that a bank’s
custody activities comply with applicable laws and regulations. All applicable
laws and regulations relevant to the custody business should be identified
and communicated to the appropriate personnel. The custodian should have
a system in place to monitor for compliance with applicable laws and
regulations.

Some of the compliance issues that may arise for custodians are compliance
with local law, recordkeeping and confirmation requirements, shareholder
communication, mutual fund custody, retirement plan assets, fiduciary
activities, anti-money laundering, securities lending, and free-riding.

Local Law

Custodians, particularly global custodians, may be affected by a variety of
laws and regulations. In addition to U.S. federal laws and regulations, the
custodian may be subject to state laws, and laws of foreign countries in which
they offer services. In foreign countries, the global custodian will typically
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rely on its sub-custodian to understand and comply with local laws and
regulations. Local laws may address such issues as:

Fiduciary capacity. A custodian may be considered to be a fiduciary
under law in some jurisdictions.

Unclaimed property. Most states have an unclaimed property law. These
provisions may require a custodian to escheat unclaimed property to the
state. ERISA preempts state unclaimed property laws for retirement plan
assets. Globally, unclaimed property laws vary widely.

Taxation. Countries’ tax policies on investment income and capital gains
differ. The United States may have tax treaties with other countries that
provide tax relief.

Money laundering or suspicious activity. To prevent money laundering
and other illegal activities, a wide range of laws and regulations exist that
may require banks to identify customers and report suspicious activities.
Reporting and recordkeeping. A custodian may be subject to regulatory
reporting and recordkeeping requirements in the countries in which it
offers services.

Global custodians operate in multiple regulatory environments. They must
have an effective process in place to identify regulatory and market changes
and ensure continued compliance.

Securities Transactions

12 CFR 12 establishes minimum recordkeeping and confirmation
requirements for securities transactions handled by national banks. The
regulation also requires that banks establish policies and procedures covering
supervision of securities transactions and reporting of personal transactions.

Shareholder Communications

The Shareholder Communications Act and implementing SEC regulations
address banks’ proxy processing. The objective of these rules is to ensure
that beneficial owners of securities are provided proxy material and other
corporate communications in a timely manner.

Mutual Funds

The Investment Company Act of 1940 and 17 CFR 240.17f address the
custody of investment company (mutual fund) assets. In 2000, the SEC
revised rule 17f-5, which addresses custody of fund assets outside the United
States, and added a rule 17f-7 to address custody of fund assets with foreign
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securities depositories. For the complete text of the final rule, refer to
appendix C.

Retirement Plan Assets

A bank providing custody for retirement plan assets may have additional
duties under the Employee Retirement Income Security Act (ERISA). What
follows are examples of ERISA’s implications in the custody services area:

The Department of Labor (DOL) approved a class exemption relating to
foreign exchange transactions of employee benefit plans. Prohibited
Transaction Exemption (PTE) 98-54 is a class exemption that permits
certain foreign exchange transactions between employee benefit plans and
certain banks and broker-dealers that are parties in interest with respect to
such plans, pursuant to standing instructions from an independent
fiduciary of the plan.

In Harris Trust v. Salomon Smith Barney, 530 U.S. 238 (2000), the
Supreme Court held that section 502(a)(3) authorizes a “participant,
beneficiary, or fiduciary” of a plan to bring a civil action against a
nonfiduciary “party in interest” to redress violations of ERISA. Refer to the
Supreme Court decision for further information.

The DOL also issued class exemptions relating to securities lending in
ERISA accounts. See “Securities Lending” below.

Laws or regulations of other countries may also apply to the custodian or the
sub-custodian when pension assets of another country are held in custody.

Fiduciary Activities

Custody is generally not considered a fiduciary capacity under 12 CFR 9.
However, a custodian may perform functions that are fiduciary in nature. For
example, a custodian exercising discretion in managing a securities lending
cash collateral pool would be acting in a fiduciary capacity and must comply
with the relevant provisions of 12 CFR 9.

Anti-Money Laundering Recordkeeping and Reporting

31 CFR 103 addresses bank recordkeeping and reporting requirements for
certain financial transactions. Records are required to be maintained for
many transaction types including wire transfers, deposit account activity, and
certain extensions of credit. Reporting requirements include suspicious
activities, currency transactions, and reports of foreign financial accounts. In
addition, 12 CFR 21 requires that banks establish a program for monitoring
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Bank Secrecy Act compliance. For additional information on Bank Secrecy
Act and anti-money laundering compliance issues, refer to the “Bank Secrecy
Act/Anti-Money Laundering” booklet of the Comptroller’s Handbook.

Securities Lending

Securities lending activities of national banks are subject to the requirements
of Banking Circular 196, “Securities Lending.” This issuance establishes
guidelines for securities lending programs, as endorsed by the FFIEC.
Securities lending activities of national banks are addressed in the “Securities
Lending” section of this booklet.

The Department of Labor approved a class exemption relating to securities
lending transactions by employee benefit plans. Prohibited Transaction
Exemption (PTE) 81-6 and 82-63 establish specific conditions, which if
followed, create a class exemption that permits employee benefit plans to
lend securities to banks and broker-dealers that are parties in interest with
respect to such plans.

Free-Riding in Custody Accounts

Free-riding, also known as day-trading, is the practice of buying and selling
securities, usually on the same day, with the intention of paying for the
purchase from the proceeds of the sale. The person doing the trading sets up
a custody account at a bank and advises the broker that payments for trades
will be made through the custody account. The free-rider generally has little
or no money at risk. If the money is not in the account when the securities
are delivered in a DVP transaction, the bank that completes the transaction
creates a temporary overdraft and an extension of credit that is subject to the
margin requirements in Regulation U (12 CFR 221). Free-riding schemes
frequently involve initial public offerings.

Banking Circular 275, “Free Riding in Custody Accounts,” alerts national
banks to potential free-riding problems and risks. Banks that permit free-
riding risk violation of Regulation U, or aiding and abetting violations of
Regulation X (12 CFR 224) or Regulation T (12 CFR 220), as well as assuming
the risk that the funds advanced to settle a transaction may not be recoverable
from the customer. Banks should ensure that procedures for accepting new
accounts include an inquiry into transactions identified in Banking Circular
275. Credit lines should be considered for any account that engages in this
activity.
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Global Sub-Custodian Network

A global custodian’s network of agent banks in the local markets is crucial to
its ability to provide efficient securities settlement and asset servicing to its
customers. These agent banks are known as sub-custodians. The global
custodian relies on its sub-custodian network to provide it with valuable
information on the local markets, including the securities settlement systems,
market conventions, and the regulatory environment.

Due Diligence — Markets

Before a global custodian selects a sub-custodian for a particular country, the
global custodian must decide whether it should offer custody services in that
market. There are a wide variety of foreign markets ranging from the mature
markets of Western Europe to the emerging markets of Eastern Europe and
Africa. Realistically, the decision to enter a market is driven by the
customer’s desire to invest there; nevertheless, the global custodian should
conduct a due diligence review prior to entry.

Factors that should be considered include:

Country risk, including the political, social, and economic environment;
Banking and securities markets, including the regulatory environment and
quality of supervision, existence of insider trading/fraud rules and
bankruptcy laws, and the enforceability of laws and regulations;

The settlement environment, including the degree of automation, the
central securities depository (CSD), payment systems, and the typical
settlement period;

Restrictions on foreign investment, including registration of foreign shares,
ability to repatriate capital, exit taxes, and currency controls;

Investability of the market, including liquidity and depth;

Availability and integrity of financial information; and

Ability to offer custody services profitably.

Due Diligence — Sub-Custodian banks

Once the decision is made to enter a market, the global custodian must select
a sub-custodian. The sub-custodian may be a local branch or an affiliate of
the global custodian, but more often it is a local bank. A bank or banking
group may act as a “regional” custodian, providing local custody services in
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several countries within a geographical region (e.g., Eastern Europe). The
board and management should ensure that an effective sub-custodian
selection process is in place. Factors that should be considered include:

A review of the institution’s financial strength and insurance coverage;
Position in the market and local market knowledge;

Internal control environment, including policies and procedures, systems
and controls in place to ensure accuracy of records, and the ability to keep
assets safe;

The likelihood of U.S. jurisdiction over and enforcement of judgments
against a foreign sub-custodian;

The degree of automation, and plans for future systems development;
Quality and experience of personnel; and

If assets held by the sub-custodian will include assets of a U.S. mutual
fund, whether the sub-custodian meets the requirements of SEC Rule 17f.

When a sub-custodian has been selected, the parties should enter into a
contract that sets out the duties and responsibilities of both parties. In
addition, global custodians should continually monitor its sub-custodians. At
a minimum, the sub-custodian’s financial condition, performance, and
internal controls should be monitored to ensure that it continues to meet the
global custodian’s requirements.

Safekeeping and Settlement

The custody business developed from safekeeping and settlement services
provided to customers for a fee. Banks originally provided only basic
safekeeping services for their customers. Although banks routinely settled
trades and processed income for their own investments, their customers had
to clip their own coupons, collect dividends, and take their securities out of
safekeeping to settle trades or for bond maturities. Realizing that their
expertise in securities processing and their image as a safe repository would
be valuable to their customers, banks began to promote their securities
processing ability.

The custody industry has grown to global proportions, but has maintained a
low profile. Custodians have been instrumental in consolidating holdings
and providing expertise for a wide variety of assets held by its customers.
Global custodians control trillions of dollars in assets in offices around the
world.
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Safekeeping of Custody Assets

A custodial bank is responsible for maintaining the safety of custody assets
held in physical form at one of the custodian’s premises, a sub-custodian
facility, or an outside depository. A custodian’s accounting records and
internal controls should ensure that assets of each custody account are kept
separate from the assets of the custodian and maintained under joint control.
National banks may hold assets off-premises if they maintain adequate
safeguards and controls and if such care is consistent with applicable law.

On-Premises Custody

The G-30 marketplace settlement goal of T+ 1 will make it virtually
impossible for bank custodians to hold marketable securities in physical form.
A custodian will not be able to remove a certificate from a vault and ensure
delivery to the broker in time for settlement. However, non-depository-
eligible securities and miscellaneous assets (e.g., jewelry, art, coins) must be
kept in physical form by a custodian.

When a bank custodian holds assets in physical form in its vault, the bank
should provide for security devices consistent with applicable law and sound
custodial management. The custodian should have appropriate lighting,
alarms, and other physical security controls. Vault control procedures should
ensure segregation of custody assets from bank assets, dual control over
custody assets, maintenance of records evidencing access to the vault, and
proper asset transfers.

Assets should only be out of the vault when the custodian receives or delivers
the assets following purchases, sales, deposits, distributions, corporate
actions, or maturities. Securities movement and control records should detail
all asset movements, deposits, and withdrawals, including temporary
withdrawals. The vault record should include the initials of the joint
custodians, the date of vault transactions, description and amounts of assets,
identity of the affected accounts, and the reasons that assets are withdrawn.
Some custodians monitor their physical vault asset movement by using a
computerized securities movement and control (SMAC) system which records
the actual location of off-premises assets and monitors the movement of an
asset during purchase, sale, or lending.
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Global custodians having offices in foreign countries or using sub-custodians
should develop processes to ensure that the operations at those sites have
proper internal controls to protect assets. Refer to the sub-custodian section
of this booklet for more information.

Off-Premises Custody

Changes in the marketplace and the large volume of securities traded each
day have permanently altered the landscape of the custody world. The vast
majority of custodial assets are held in book entry form. The major
depositories in the United States are the Federal Reserve (for government
securities) and the Depository Trust and Clearing Corporation (DTCC) (for
equity and debt securities other than U.S. government securities). Currently,
Euroclear and Clearstream (formerly Cedel) are two major international
depositories. Each country will have at least one CSD such as DTCC in the
United States. Mergers and consolidations of depositories are occurring
regularly to streamline global securities processing. Custodians must be
ready to adapt to the rapid evolution of the securities processing world with
sound internal controls to safeguard assets.

Bank custodians may participate directly with a depository, or they may
"piggyback” by using a correspondent bank to provide custody services to
their customers in a private label format. In either case, the custodian should
use SAS 70 reports or third-party audits whenever possible to ensure that an
adequate control environment exists and that the depository has established
sound safeguards.

Custodians should establish strong risk-based internal controls to protect
assets held off-premises. Internal controls may be either active or passive.
Active controls require dual control over the authorization of all transaction
information prior to data entry. Passive controls are detective or reactive in
nature. Passive controls may include independent reconcilements, overdraft
reports, and failed trade reports.

Custodians should reconcile changes in the depository’s position each day
that a change in the position occurs, as well as completing a full-position
reconcilement at least monthly. Depository position changes are generally
the results of trade settlements, free deliveries (assets transferred off the
depository position when no cash is received), and free receipts (assets being
deposited or transferred to the depository position for new accounts when no
cash is paid out). When controls on free deliveries are passive, personnel
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independent of the free delivery and free receipt asset movement process
should reconcile changes in daily positions. Independent personnel should
reconcile the depository’s position report to the custodian’s accounting
system each month. Exceptions noted in the control systems should be
reported to management in a timely manner.

Electronic terminal interfaces used to effect depository withdrawals, affirm
trades, and deliver instructions to a depository should be subject to
appropriate access controls (ID and password) and periodic audits. Each
person with electronic terminal interface access should have a separate ID
and password and should be able to perform only functions necessary for
their job. 1Ds should not be shared. The person (normally the system
administrator) responsible for granting access to the system that interfaces
with a depository should be independent of the securities processing activity.

Job profiles should be developed for each job or position that needs to use
system functions. The profile should contain a detailed description of the job
and the reason system access is needed. The profile description should also
outline those functions and systems that must be considered incompatible
responsibilities in order to keep duties properly separated. A security
procedure in the system administration process should monitor ID changes
and ID issuance to ensure that duties remain properly separated. Such a
procedure ensures, for example, that a reconciler could not move assets from
a depository and then certify that the system is in balance.

Settlement of Securities Transactions

The risks associated with securities settlement will only increase as the
securities markets become truly global. New technologies allow for faster
movement of money from market to market. New and different securities
products are being developed that require custodians to know the basic
investment characteristics of each type of security they handle. Managing the
risk of global securities settlement is a key to successful custody operations
for national banks.

Basics of Securities Settlement

The securities settlement process contains some element of risk at each stage
of the transaction. A national bank must make sure that it effectively manages
each process in the transaction: trade initiation, trade affirmation, trade
settlement, and trade compliance. The bank should use rapid and accurate
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communication among all participants to reduce the likelihood of a failed
trade or loss.

The trading environment and securities settlement cycles are constantly
undergoing changes to reduce risk and take advantage of technological
developments. Trade settlement standards are moving to T (same day trade)
or T+ 1 from the three-day (T + 3) settlement standard for U.S. equities. U.S.
government securities and other U.S. domestic fixed income trades generally
settle in a T or T+ 1 trading cycle. The shortening of the settlement period
reduces a counterparty’s credit risk and market risk in price-sensitive
securities.

Trade Initiation

Transactions to buy or sell securities are initiated in a variety of ways. Bank
custody customers may deliver buy or sell instructions to the bank by phone
or fax. Some customers may place trades with their broker and inform the
custodian of the terms of the trade by phone, fax, or electronic terminal. In
some cases the customer, usually through an investment advisor, will place
the trade with the broker and affirm the trade with the depository. In this
case the bank custodian will receive instructions for settlement of the trade
from the depository or settling agent. A national bank should have a process
in place to ensure that a customer’s instructions are clear, arrive in an agreed-
upon format, and are properly documented (by electronic instruction,
recorded phone line, fax, or in writing). The date the trade is executed is
known as the trade date, and is referred to as "T“ or T+0.

Trade Affirmation/Confirmation

The trade affirmation/confirmation process occurs when a depository
forwards the selling broker’s confirmation of the transaction to the buyer’s
custodian. The custodian reviews the trade instructions from the depository
and matches the information to instructions for the trade received from its
customer. If the instructions match, the custodian affirms the trade. If the
instructions do not match, then the custodian will “"DK” (don’t know, or
reject) the trade or will instruct the selling broker how to handle the
mismatch. The affirmation/confirmation process is generally completed by
T+1 in anormal T+ 3 settlement cycle. On day T+ 2, depositories usually
send settlement instructions to the custodian bank after affirmation and prior
to settlement date. The instructions contain the details of the trade that has
been affirmed and agreed to by the parties in the trade. Custodians will
match the settlement instructions to their records and prepare instructions to
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their wire department to send funds or expect funds from the depository on
T+ 3 of the settlement cycle.

Trade Settlement

Trade settlement occurs when securities and money are moved to complete
the trade. Settlement occurs on T+3 in a T+ 3 settlement cycle. The
depository sends a settlement report to all participants on the activities for
their account. The custodian should review and reconcile the depository’s
settlement report to its activity report each day that asset positions change at
the depository. The custodian should also compare the cash movement
activity in its deposit account with its daily cash accounting control records.
National banks should have a process to reconcile the changes in the
depository position each day and should perform a full position
reconcilement at least monthly.

Trade Compliance

Trade compliance is the internal control process used by custodians to
manage trade transactions. In this process, the custodian determines that the
customer’s account has the securities on hand to deliver for sales, that the
customer’s account has adequate cash or forecasted cash for purchases, that
trades are properly matched or DK’d, and that the depository’s settlement
instructions agree with the custodian’s SMAC system. A national bank using
a properly executed trade compliance system may prevent failed trades and
needless reversals of transactions.

A national bank’s trade compliance system should be able to detect free-
riding attempts. A bank that permits free-riding may violate Regulation U
(12CFR 221), may aid and abet violations of Regulation X (12 CFR 224) or
Regulation T (12 CFR 220), and may assume the risk that it will be unable to
recover from the customer the funds advanced to settle a transaction.

The Future of Securities Settlement

The basics of settlement as previously outlined will have to change to meet
industry needs and lower risk in the system. Banks lacking a forward-looking
technology strategy may find themselves at a competitive disadvantage.
National banks offering custody services should develop strategies that use
new technology to address risk and the T+ 1 or shorter settlement cycle.

Banks should assess their technological readiness now to maintain a
competitive position. Straight-through processing (STP), electronic trade
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confirmation (ETC), and standing instruction databases (SID) are technological
processes designed to facilitate the future of domestic and global securities
settlement. The goal of STP and T+ 1 is to minimize operational risk in trade
processing. Custodians that do not develop technology strategies for custody
services may be faced with trying to outsource trade settlement operations.

International Trade Settlement

The same basic settlement process applies whether the transaction is
domestic or international. However, each foreign market has different
exchanges, regulations, and settlement conventions. These differences
present risks that national bank custodians must consider and address. It is
essential that a sub-custodian has in-depth market knowledge. Additional
issues that must be considered when trading international securities include:

Legal and regulatory framework.

Currency or capital controls.

Registration of securities.'

In-country processing (trading and custody) requirements.

Local market conventions, such as:

— Settlement cycle.

— Use of central securities depository.

— Availability of DVP in the market.

— Methods of payment (real-time gross settlement, net settlement, central
bank accounts, checks).

— Degree of automation.

— Trade execution.

— Trade affirmation/confirmation process.

— Delivery and safekeeping of securities (physical vs. book-entry).

Different currencies used for settlement.

Whether the custodian offers contractual settlement.

Taxation.

Local reporting obligations.

National banks should have a process in place to identify applicable laws and
monitor compliance with laws of the countries in which they may be settling

' Many countries limit by percent the foreign ownership of their domestic securities. This creates a
“dual” local and foreign market, which may cause problems by delaying registration of the beneficial
ownership. The result may be a price difference between foreign and local shares. Issues may arise
related to lost income, corporate actions, securities sales, and securities lending.
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transactions. Bank custodians should attempt to use depositories and sub-
custodians that provide DVP settlement for all cross-border trades.

A national bank may choose to provide contractual settlement to its
customers in some markets as a competitive strategy. In contractual
settlement, the customer is credited with the sale proceeds on the contractual
settlement date regardless of whether the proceeds have been received.
Conversely, even if purchased securities are not received, the customer’s
account is debited on the contractual settlement date. The bank should
manage the risk of offering contractual settlement by incorporating in the
agreement an understanding that if a transaction does not settle in an agreed-
upon time, the transaction will be reversed.

Reporting and Recordkeeping

An important part of any custodian’s business strategy is to provide its
customers with recordkeeping and reporting services. The recordkeeping
services should meet the customers’ specialized needs and comply with
applicable recordkeeping and reporting laws and regulations. Custodians
should be able to generate customized customer reports as well as required
regulatory and legal reports.

Custody customers have different reporting needs ranging from only quarterly
reports to real-time on-line access. Some customers, especially those
involved in mutual fund management, may need customized daily reports of
their activity in domestic stocks and bonds, foreign securities, derivatives,
options, or other unusual investments. Customers may also require
multicurrency recordkeeping and reporting capabilities. The custodian may
need to develop customized reporting systems to deliver reports for custody
customers. These systems may include Internet access, dial-up access, and
on-line trading terminals. National banks should carefully review their
customers’ reporting and recordkeeping requirements to ensure that they
have the systems capability to provide the necessary services in an adequate
manner.

Recordkeeping requirements for custodians extend beyond the normal
requirements for tax reporting and financial accounting. National banks are
required to maintain records in connection with the Bank Secrecy Act;
recordkeeping and confirmation requirements for securities transactions, as
required by 12 CFR 12, and other applicable laws related to record retention.
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Custodians offering services in foreign countries must also observe the
recordkeeping and reporting requirements of those countries.

Reporting and recordkeeping systems are important risk management tools. A
national bank’s custody systems should provide activity and exception reports
that allow management to effectively identify and monitor the risks in its
custody operations.

Cash Management

Cash management is a service provided to customers involving moving,
managing, and monitoring cash positions associated with securities
transactions. Cash management responsibilities should be clearly defined in
the custody contract or a separate agreement. Services provided include
investment of excess cash, online review of cash balances and projections,
and facilitation of foreign exchange and hedging activities.

Excess cash is invested in such vehicles as time deposits, money market
funds, short-term investment funds, and interest-bearing accounts in a variety
of currencies. A custodian typically does not have discretion to select the
investment vehicles; standing instructions in the custody agreement usually
direct that selection.

Pooling and sweeping are common cash management product offerings.
Pooling allows customers to net cash positions in various locations (and in
various currencies), ultimately pooling the net result into a single central
fund. Sweeping places the net cash into a designated money market fund for
investment. In addition, some countries have restrictions on paying interest
on certain types of accounts. Custodians may move cash from those accounts
offshore to earn interest payments legally.

Foreign Exchange

Global custodians may provide foreign exchange (FX) services to facilitate
settlement of cross-border securities transactions. The custody agreement
should require customers to authorize foreign currency transactions, either
by transaction or through the use of standing instructions. If the standing
instructions do not direct the custodian to execute an FX transaction or a
forward transaction, the customer should accept the risk of currency
fluctuations prior to settlement. Foreign exchange services may also be used
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to facilitate a customer’s currency hedging activities. For information on
foreign currency transactions, please refer to the “"Risk Management of
Financial Derivatives” booklet of the Comptroller’s Handbook.

When standing instructions are used for an ERISA account, and the
transactions are executed through the custodian’s foreign exchange desk,
special restrictions may apply. Prohibited Transaction Exemption (PTE) 98-
54, issued by the Department of Labor on November 13, 1998, granted a
class exemption for custodians using their own foreign exchange desks to
execute foreign currency transactions pursuant to standing instructions.

Securities Servicing

Securities servicing is a “core” ongoing service provided by custodians. This
service includes collecting dividends and interest payments, processing
corporate actions, and applying for tax relief from foreign governments on
behalf of customers.

Income Collection

Custodians are responsible for collecting income payments received from the
assets held under custody. The income payments typically take the form of
dividends on equity securities and interest on bonds and cash equivalents.
Custodians inform customers of projected income payments, enabling the
customers to make their cash productive as soon as possible.

The bank’s internal controls for income collection should include an income
map (multi-account posting procedure) that details each client’s expected
income from a particular security. The bank should have income suspense
(house) accounts that are used to process income payments that do not agree
with forecasted projections.

In the United States, custodians commonly post income payments to
customers’ accounts on the payable date or the next day. This may be
referred to as a contractual payment basis rather than an actual payment
basis. Contractual income payments are posted to the customer’s account on
the date they are due rather than the date they are received by the custodian.
Contractual income payments are not offered in all markets or for all
products.
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Corporate Actions

A corporate action is an event related to capital reorganization or restructures
affecting a shareholder. Examples of corporate actions include rights issues,
stock dividends, stock splits, and tender offers. Refer to appendix B for a list
of common types of corporate actions.

Custodians are responsible for monitoring corporate actions for the securities
they hold under custody. The contract should clearly define the
responsibilities of each party involved in processing corporate actions. The
custodian is typically notified of corporate actions by a vendor data feed;
however, in some emerging markets the custodian relies on a sub-custodian
to monitor corporate actions within its market. Once the custodian is notified
of a corporate action, it identifies which accounts hold the security. If the
account holder has a specified time to decide whether to accept the corporate
action, the customer should be promptly contacted. The custodian should
have a process to monitor the corporate action to ensure that the customer
has given a complete response by the due date. When a customer’s
instructions are received, the custodian sends the instructions to the company
(or in the case of a foreign corporate action, to the sub-custodian) for
execution. The custodian monitors the status of the action to ensure timely
settlement.

When a bank processes corporate actions ineffectively, it can lose money. For
example, when a bank fails to notify customers that a corporate action is
proposed to which they must respond, the bank may end up compensating
customers for causing them to miss a money-making opportunity. Every
custodian should have systems to make it aware of all corporate actions for
assets under custody, to track customer notifications and time frames, and to
process and settle the actions in a timely manner. The custodian’s
procedures for corporate actions should include documentation of all
customer directions.

Processing corporate actions of corporations in foreign countries holds higher
risk than processing the actions of domestic corporations. Most foreign
markets are less automated than those in the United States; the possibility of
delays is greater from the start. Types and definitions of corporate actions
may differ from one market to the next, and clarification may be needed.
Documents received in a foreign language may have to be translated since
there currently is no global messaging standard. The complex legal
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provisions of the corporate actions of American companies are difficult to
interpret, and they’re written in English; how much more difficult such
complex provisions are to interpret if they’re, say, based on Japanese law and
written in Japanese. To mitigate risks in this area, banks should have an
experienced staff and access to legal counsel. Custody agreements should
establish duties and responsibilities relating to corporate actions, including
who is liable if actions are missed or misinterpreted.

Tax Reclaims

Many countries impose withholding taxes on dividends and interest payments
to nonresident investors. Custodians may provide a service to minimize
foreign withholding taxes or reclaim taxes withheld for their customers.
(Nonresidents generally are not taxed on capital gains on the proceeds of the
sale of a foreign security, but there are exceptions.) These services are
provided not just by global custodians but also by U.S. custodians with
nonresident alien (NRA) customers.

Tax treaties between countries often reduce withholding taxes and exempt
capital gains from taxes. The purpose of tax treaties is to reduce the
possibility of double taxation on income earned in foreign countries. In
addition, some countries provide reduced tax withholding rates for certain
types of investments (government bonds, for example) or for certain types of
investors (investors exempt from taxation in their home country, for example).

Tax treaty benefits may provide for reduced withholding tax at the time the
interest or dividend is paid (“relief at source”), while other treaties may
require the investor to file for a refund after the fact (“reclaim”). To obtain
relief at source, the custodian generally has to file a form or statement on
behalf of the client, certifying the investor’s tax status and country of
residence for tax purposes. To reclaim excess withholding tax, a custodian
generally is required to file a form with a country’s tax authority. Some tax
authorities may require the beneficial owner of the securities to sign this
refund claim. The documentation requirements, time frames for filing, and
other regulations vary depending on the treaty and the country’s taxation
rules. A custodian must know the tax rates for each of the countries in which
it provides custody. Dividends, interest, and capital gains may all be taxed at
different rates. The custodian also must know what tax treaties are in force
within its custody network, and whether its customers qualify for relief under
the treaty. For each country in which a custodian operates, the custodian
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must maintain information on the availability of reduced withholding rates for
certain investors or for certain types of investments. Problems a custodian
may face in dealing with foreign tax reclaim issues include:

Obtaining updated information from foreign tax authorities.

Language barriers.

Statutes of limitation on filing tax reclaims.

Length of time required to obtain refunds (some countries process reclaims
only once per year).

Requirements that claims be filed at the individual/beneficial owner level
rather than on a commingled/omnibus account basis.

Tax status of different investors.

A custodian should have a process in place to monitor the tax reclaim
process. All necessary documentation should be obtained from the customer
when the custody relationship is established. Income should be monitored
for tax withheld, and a system should be established for submitting tax
reclaims to foreign taxation authorities, monitoring the status of pending
reclaim items, and following up on items outstanding for longer than the
normal market time frames.

Securities Lending

Securities lending has evolved into one of the most important value-added
products custodians offer to their customers. Bank custodians have
traditionally acted as the lending agent for customers’ securities lending
activities; however, because the securities lending market is extremely
competitive, third-party intermediaries have emerged. Wholesale
intermediaries conduct transactions directly with the lender and the
borrower, becoming a principal to the transaction. Niche intermediaries may
specialize in particular types of securities loaned or aggressive cash collateral
reinvestment programs. Third-party intermediaries may target clients that are
dissatisfied with the performance of their custody banks. Internet auction
systems for securities lending are being started up. These auctions, which
bring lenders and borrowers together, may eliminate custodian and third-
party intermediaries. The discussion in this section is limited to a custodian’s
role as lending agent for its customer.
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The Evolution of Securities Lending Markets

The securities lending markets have existed in the United States since the
1960s, when an active inter-dealer market developed. In the 1970s, U.S.
custodian banks first began lending securities to brokers on behalf of their
clients. Demand for securities lending increased as new forms of trading
strategies emerged. In 1982, the collapse of a U.S. securities dealer led to a
number of reforms, including standardized agreements and collateral
margins. The 1980s also saw a dramatic increase in the size of government
securities markets in the United States and many other countries. Growth of
securities lending in some foreign markets was hampered by concerns about
the legalities of transactions, unfavorable tax treatment, and assorted
regulatory restrictions. This resulted in the development of “offshore”
securities lending markets, where securities lending transactions were settled
on the books of foreign sub-custodians. This offshore activity fed increasing
demand for non-U.S. securities. In the 1990s as growth of securities lending
continued, such lending expanded into emerging markets. In the wake of this
growth, many foreign markets have worked to address legal, tax, and
regulatory issues impeding securities lending activities.

The globalization of securities markets, the consolidation of financial
intermediaries, and shortened settlement cycles will have a significant impact
on how the industry continues to evolve. These industry developments are
designed to lend efficiency and innovation to the market, and will present a
challenge for custodians maintaining a securities lending strategy.

The Role of Bank Custodians

Custodian banks have traditionally been the primary lending agent or
intermediary, bringing borrowers and lenders together for a fee. Custodians
require a large base of lendable assets to make their securities lending
program profitable. Other portfolio-related factors that may affect the success
of a bank’s securities lending program are:

Portfolio composition. If the portfolio is made up of securities widely
available in the market, the demand for those securities may be low,
making it difficult to locate a borrower. In contrast, a portfolio made up of
“specials” or securities in high demand will be easy to lend.
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Portfolio management style. A portfolio that is actively managed is
generally less attractive to borrowers than a passively managed portfolio
because its turnover is likely to be higher. High turnover can lead to
inconvenient recalls of loaned securities.

In addition to providing the lendable assets, custodians typically provide
settlement services for the securities lending transaction, and safekeeping
and/or investment management services for the collateral. These functions
are discussed in the “Settlement and Safekeeping” sections above, and in the
“Collateral Management” and “Operations” sections below.

Finders

Finders are fully disclosed intermediaries who bring lenders and borrowers
together. If the bank is a finder, the bank will receive either a finder’s fee (flat
fee) or a revenue-based fee. Some banks may use a finder to attract securities
lending customers. A bank using a finder should have written policies
covering the circumstances in which a finder will be used, which party pays
the fee (borrower or lender), and which finders the institution will use.

The Securities Lending Transaction

A securities lending transaction is essentially the temporary, collateralized
loan of securities by the owner (lender) to a borrower, for a fee. Securities
lending adds liquidity and efficiency to the markets, and supports trading

activities and strategies in the United States as well as other major markets.

Parties to the Transaction

Lenders of securities are typically institutional investors with large investment
portfolios such as mutual funds, pension plans, insurance companies, and
endowments. The primary borrowers of securities are broker-dealers.

Reasons Parties Engage in Securities Lending

Borrowers may engage in securities lending for a variety of reasons, but
primarily to cover short sales or failed trades, or to execute hedging or
arbitrage strategies. Lenders engage in securities lending transactions as a
means of increasing the incremental yield on their investment portfolios.

Transfer of Legal Title and Benefits
The legal title to the securities loaned passes to the borrower for the term of
the loan. The lender regains title when the securities are returned. Although
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the lender temporarily loses legal ownership, the economic benefit of any
corporate actions or income payments connected with the security on loan
are retained through the use of “manufactured payments” from the borrower
to the lender. However, the lender loses any voting rights associated with the
security during the term of the loan. The legal rights and obligations of the
parties should be set out in written agreements. Refer to the “Due Diligence”
section below for additional information.

Collateral

The primary forms of collateral used for a securities lending transaction are
cash, securities, or a standby letter of credit. If cash is provided as collateral,
the lending agent or intermediary (e.g., the custody bank) will typically be
responsible for investing the cash for the term of the loan. Providing cash
collateral is the prevalent market practice in the United States. When
securities are provided as collateral, the lender will typically specify the type
of securities that are acceptable (e.g., government securities, minimum credit
rating). Use of securities as collateral is common in most non-U.S. markets.
Value of the collateral provided generally exceeds the value of the securities
loaned. Collateral margins are discussed further in the “Collateral
Management” section below.

Fees

The fee paid by the borrower will depend on the type of collateral for the
loan. The fee may also vary with the supply and demand for the security
borrowed. If the collateral for the loan is a security or a letter of credit, the
borrower will pay a negotiated fee to the lender. If cash secures the loan, the
borrower receives a negotiated rate of return (the rebate rate) on the
collateral. The rebate rate is typically based on benchmark rates such as the
Fed Funds rate, the Repo rate, or LIBOR. The lender is entitled to retain any
income earned on the reinvestment of the cash collateral in excess of the
rebate rate. Typically, the lender and the lending agent (custodian) split the
excess income.

Due Diligence Considerations

A national bank should have board-approved securities lending policies (or
ones approved by a designated committee) in place prior to engaging in
securities lending activities. The custodian bank should ensure that written
agreements are in place with potential borrowers, and with customers
participating in the securities lending program. Due diligence reviews should
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be conducted on potential borrowers, and counterparty credit limits should
be established.

Loan Agreement

The bank should have a written agreement in place before engaging in a
securities lending transaction with a borrower. Master agreements, which
detail the duties and responsibilities of each party, were initially developed to
manage risks resulting from a broker failure. In the United States, the most
widely used securities lending agreement is the Master Securities Loan
Agreement published by the Bond Market Association (formerly known as the
Public Securities Association). The most widely used global master securities
lending agreement is the Overseas Securities Lending Agreement. Banks in
all G-10 countries use master agreements to establish terms and conditions,
as well as to manage risk. Some banks use standard agreements developed
in-house; others negotiate each agreement.

At a minimum, the written agreement with the borrower should address:

Transfer of legal title, structure of the transaction;

Length of the loan;

Acceptable forms of collateral and margin requirements;
Valuation of collateral and margin calls;

Manufactured payments;

Rebate rates or other fees;

Termination of the loan and return of securities; and
Events of default.

Banks should use master or standard agreements whenever possible. A
bank’s legal counsel should thoroughly review each master and standard
agreement and all securities lending arrangements that do not use the bank’s
standard documents.

Agency Agreement

It is important that the bank have written agreements with all customers that
clearly delineate the duties and responsibilities of the bank as the customer’s
lending agent. At a minimum, the agreement should address:

Acceptable forms of collateral and margin requirements;
Reinvestment of cash collateral;
Fee schedule;
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Approval of borrowers;
Indemnification, if applicable;
Termination of the loan; and
Events of default.

A customer may use the agreement to customize its securities lending
program. For example, the customer can establish its own cash collateral
investment guidelines or may limit acceptable borrowers to those with a
minimum credit rating.

A national bank may provide indemnification to its customers against risks
associated with securities lending. When a bank offers indemnification, it
assumes additional risks that should be reflected in the pricing. It is common
for a bank to offer indemnification against borrower default. Indemnification
against other types of risk, such as settlement risk, is less common.
Indemnification should be addressed in the agency agreement.

Selection of Borrowers

The reputation risk associated with a borrower’s default may be significant.
The bank should have a well-developed, independent process in place to
select borrowers. Once approved, borrowers should be reviewed
periodically. Many bank custodians rely on bank credit departments to
analyze the credit risk of their borrowers. Factors that should be considered
during selection and ongoing review of a borrower include:

Financial condition and capital adequacy;

Risk profile, including an evaluation of how the borrower typically uses
borrowed securities; and

The borrower’s reputation.

The bank should establish a credit limit for each borrower. The limit should
be based on the bank’s total exposure to the borrower, not just the exposure
arising from the securities lending program.
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Laws and Taxation

The laws and taxation applicable to securities lending transactions may vary
significantly from market to market.

Legal Constraints on Some Lenders

A customer’s participation in a securities lending program may be affected by
statutory or regulatory restrictions. The most common example is a U.S.
pension account that is subject to ERISA.

The Department of Labor (DOL) allows qualified employee benefit plans
subject to ERISA to participate in securities lending programs if certain
conditions are met. Prohibited Transaction Exemption (PTE) 81-6 details
those conditions. In general, the conditions required by the DOL conform to
industry standards.

A bank may act as a lending agent and receive reasonable compensation from
covered plans provided the loan of securities is not prohibited by section
406(a) of ERISA. PTE 82-63 authorizes the lending agent to engage in
securities lending on behalf of a plan and receive reasonable compensation
paid in accordance with a written agreement. However, an independent plan
fiduciary must grant prior written authorization for the compensation and
may terminate such compensation upon written advance notification.

Other accounts that may be subject to regulations affecting securities lending
transactions include own bank collective investment funds, affiliated mutual
funds, and affiliated insurance companies. As part of its account acceptance
process, a bank should identify any legal constraints on a customer’s ability to
participate in the securities lending program.

Tax Considerations

Section 1058 of the U.S. Tax Code provides participants in a securities
lending arrangement with relief from recognition of gains and losses on the
transfer of securities. Three requirements must be met to obtain this relief:

The borrower must return securities to the lender that are identical to
those borrowed.

The borrower must, under the terms of the agreement, make payments to
the lender that equal all dividends, interest, and other distributions to
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which the owner of the securities is entitled during the period the
securities are loaned.

The terms of the agreement cannot reduce the lender’s risk of loss or
opportunity for gain on the security.

Tax treatment of loaned securities is complex and may affect a lender’s
holding period and basis in a security. National banks should have qualified
tax professionals review their lending program to ensure that it meets the
requirements of the tax code and any Internal Revenue Service regulations. If
a bank offers securities lending in non-U.S. markets, local tax regulations
should be researched for their impact on the bank’s securities lending
program.

Collateral Management

A national bank’s collateral management process should address risk related
to collateral margins, investment of cash collateral, and liquidity. Industry
practice is to require collateral in excess of the market value of the securities
loaned. Collateral margins may vary by market, and by type of collateral
provided. In the United States, if cash or U.S. securities are provided as
collateral, 102 percent of the value of the securities loaned is generally
required. If non-U.S. securities are provided, 105 percent is typically
required. In the case of securities that have high market price volatility, the
bank’s risk management process should address the need for higher collateral
margins. If the securities loaned are fixed income, standard collateral margins
would be increased by accrued interest. The parties generally have the right
to negotiate the required collateral margin.

Collateral Margins

The securities loaned and the collateral provided are marked to market daily.
When collateral exceeds the required margin, the excess may be returned to
the borrower. Alternatively, when the collateral value is less than the
required margin, the borrower must provide additional collateral.

The parties will stipulate who is responsible for safekeeping the collateral; the
lending agent bank is often selected for the job. Some borrowers may require
that the collateral be kept with an independent third party. The party
safekeeping the collateral may do that alone, or it may also be responsible for
pricing the assets, making margin calls, and collecting income.
Responsibilities should be clearly set out in the agency agreement.
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Management of Cash Collateral

One of the primary risks a national bank faces in securities lending is
managing cash collateral. The investment of cash collateral is the primary
source of revenue from securities lending activities. The return in excess of
the borrower rebate is split between the agent bank (or investment manager)
and the lending account. Because of the fee-sharing arrangement, a bank
may have an incentive to accept higher risk in managing cash collateral. To
control this risk, cash collateral should be invested pursuant to written
investment guidelines.

The bank should have a written investment policy addressing management of
cash collateral. The policy should establish minimum investment guidelines
including permissible types of securities, minimum credit quality standards,
maturity and duration limits, maturity mismatches, and liquidity
requirements. The board of directors or its designated committee should
approve the policy. A lender may direct the bank to use the lender’s own
guidelines rather than the bank’s guidelines. If so, the agency agreement
should say so.

If several lending customers use the bank’s investment policy guidelines, the
bank may manage the customers’ cash collateral in a pooled account. If a
customer has separate, written investment guidelines, the bank will manage
that customer’s collateral in a segregated account. A bank may manage a
combination of segregated and pooled accounts, depending on customer
needs.

Liquidity

National banks are exposed to liquidity risk by the short-term nature of most
security loans. The bank must maintain adequate liquidity in the cash
collateral investments to meet the needs of both borrower and lender. The
lender has the option of recalling loaned securities at any time (i.e., if they
want to sell them). Many brokers clear securities lending positions off their
books for their periodic accountings. On an overnight basis, brokers may
return large quantities of borrowed securities, only to borrow them again the
next day.

Management of Indirect Financial Risk

The investment guidelines (the bank’s or the customer’s) provide the
framework for managing the interest rate, credit, price, and liquidity risks
associated with managing cash collateral. The manner in which the bank
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manages these risks may affect the bank’s reputation and strategic risk. The
bank should have a system in place to identify, measure, monitor, and control
the risk inherent in managing the cash collateral to ensure that the level of
risk present is in compliance with customer’s directions and the bank’s
internal risk tolerance. If the bank manages the cash collateral within the
established policy guidelines, contractually it should not be liable for losses
because of its management of cash collateral. However, in several highly
publicized cases in the mid-1990s banks absorbed significant losses from the
management of cash collateral to protect customer relationships and their
own reputations.

Securities Lending Operations

An efficient and well-organized custody operation system is essential to a
securities lending program. Bank systems should be capable of handling a
large volume of transactions, initiating and settling trades, clearing fails,
collecting income and dividends, pricing collateral and loaned securities,
making margin calls, and providing multi-currency pricing. Banks must be
willing to devote sufficient resources to technology to remain competitive.

General controls and processes for safekeeping and securities settlement are
common to custody and securities lending activities. However, there are
additional operational needs for securities lending activities that a national
bank should consider:

Loan scheduling/allocation.

Mark-to-market program.

Tracking income and corporate actions for securities on loan.

Cash collateral management (custodian does not normally invest customer
assets).

When collateral is in the form of securities rather than cash, and there is
no DVP mechanism, the common practice is to deliver the collateral 1-2
days prior to borrowing the security. On return, collateral is returned
before the security.

Foreign registration regulations may preclude the redelivery of foreign-
registered securities.

Recordkeeping and MIS
Management’s ability to manage, monitor, and control risks arising from
securities lending activities depends on timely and accurate information.
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Banks should have an automated reporting system that should at a minimum
provide daily reports of exceptions, securities available for loan, securities on
loan, valuation of cash collateral, daily mark-to-market information, and
margin calls.

Allocation of Loans among Lenders

A national bank should have a process in place to allocate the loans fairly and
equitably among the possible lenders for a particular security. The system
should be independently tested when adopted or revised, and should be
retested periodically thereafter. It is not sufficient for a bank to rely on testing
performed by the software or system developer.

Regulatory Reporting

Securities lending and borrowing transactions must be reported in accordance
with the FFIEC’s “Instructions for the Consolidated Reports of Condition and
Income.”

International Securities Lending

Banks that offer international securities lending programs should have access
to efficient global custody networks. The amount of transaction risk the bank
may be exposed to increases commensurate with the difficulties experienced
in settling trades and transferring collateral. Some of the issues to keep in
mind when examining an international securities lending program include:

Legal and regulatory environment. Determining applicable law and
understanding the regulatory environment in each country in which a
bank operates.

Multi-currency pricing and valuations of securities loaned and collateral.
Settlement of transactions, including the timing and transfer of securities
loaned and collateral.

Tax considerations.

Other Value-Added Services

As the automation of transaction processing continues, the core custody
business is rapidly becoming a commodity business with accompanying low
profit margins. The future of the custody business lies in the custodian being
able to identify ways to enhance the investment process for its customers.
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Risk Measurement and Management

Custodians are providing added value to their customers by offering a variety
of risk management tools, including:

Applications that monitor and identify exceptions to customer’s internal
investment portfolio guidelines or limits (e.g., country or sector
weightings).

Asset allocation tools, including scenario analysis and optimizers.

Analyses of Value at Risk (VAR) and Risk Adjusted Return on Capital
(RAROC).

Strategic cash management services including interest rate analyses, mark-
to-market pricing, and stress testing.

Compliance Monitoring

Many custody customers, such as pension funds and investment managers,
must comply with rules established by regulation, prospectus, or investment
committee. Custodians may provide these customers with products and
services that facilitate compliance monitoring, testing, and reporting.

Performance Measurement

Custodians may be asked to provide performance measurement tools for
customers that allow them to review performance by investment manager, or
to review fund performance against benchmark portfolios. Performance
attribution analysis and risk-adjusted performance measurement are also
products that a custodian may offer.

Banks as Users of Custody Services

As the custody services industry continues to consolidate, the number of
banks outsourcing custody of their customer assets has also increased. A
bank that uses an external provider of domestic or global custody should
have a due diligence process in place for selection of its custodian.
Considerations should include:

Financial condition.
Position in the market.
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Annual Report on Policies and Procedures (SAS 70).

Availability of sufficient MIS to allow the bank to monitor its securities,
cash, and income positions.

Reporting options for the bank’s customer accounts.

The extent of the provider’s sub-custodian network.

The provider’s due diligence review process for its sub-custodian banks,
and the frequency of its ongoing reviews.

Compliance with SEC Rule 17f, when applicable.

The provider’s multi-currency accounting and reporting capabilities.
Prohibition of security lending except by express direction of the bank.
The ability to use any broker for trading.

Fees.

The bank should ensure that proper controls are in place for sending
instructions to its custodian. In addition, the bank should have policies in
place requiring that cash and securities positions be reconciled regularly. The
bank should also monitor MIS reports to ensure that exception items (such as
failed securities transactions and nonreceipt of income) are promptly
investigated and resolved.

Document Custody Services

The advent of the mortgage-backed and asset-backed securities industry
created a need for document custodians. The primary sponsors of mortgage-
backed securities programs are Ginnie Mae, Fannie Mae, and Freddie Mac.
In addition, private financial institutions may sponsor nonqualifying
mortgage-backed or asset-backed securities issues including residential
mortgages, home-equity loans, commercial mortgages, student loans, credit
cards, automobile loans, and leases.

National banks have entered the document custody services market. Banks
provide initial, final, and recertification services for federal agencies and
private issuers in accordance with contractual guidelines. Services include
document safekeeping, inventory control, and loan warehousing.

National banks should develop effective systems to deal with the compliance,
transactional, and reputation risks associated with document custody.
Compliance systems should ensure that certifications are accurate and timely.
Procedures should ensure that documents in a bank’s control are adequately
secured in a protected area. All document movements should be controlled
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and recorded. Inaccurate or delayed certifications and missing documents
may result in monetary loss or loss of business. In extreme cases of
noncompliance with agency guidelines, the agency may revoke a bank’s
ability to be a custodian for agency issues.

For additional information on agency certification requirements, please refer
to guidance from Ginnie Mae, Fannie Mae, and Freddie Mac. Information on
the mortgage banking and asset securitization processes can be found in the
“Mortgage Banking” and the “Asset Securitization” booklets of the
Comptroller’s Handbook.
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Custody Services Examination Procedures

General Procedures

These general procedures are intended to assist examiners in determining the
adequacy of a bank’s policies, procedures, and internal controls regarding
custody services risk and risk management. The extent of testing and
procedures performed should be based upon the examiner’s assessment of
risk. This assessment should include consideration of work performed by
other regulatory agencies, internal and external auditors and other internal
compliance review units, formalized policies and procedures, and the
effectiveness of internal controls and management information systems (MIS).

Objective: To determine the scope of the examination of custody services and
identify examination activities necessary to achieve the stated objectives.

1. Review the following documents to identify any previously noted
problems that require follow-up:
- Previous examination reports.
Examination conclusion comments.
Supervisory strategy.
EIC’s scope memorandum.
Follow-up activities.
Work papers from previous examination.
Internal and external audit reports, and if necessary, audit work
papers.

2. Obtain the following from the bank EIC:

o Any useful MIS or other information obtained from the bank as part
of the ongoing supervision process.

o Any useful information obtained from the review of applicable
board and committee minutes.

o A list of board and executive or senior management committees that
supervise custody services, including a list of members and meeting
schedules. Also obtain the name and phone number of the person
who maintains copies of minutes.

o Reports related to custody services that have been furnished to any
applicable committee or to the board of directors.
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3. Verify the completeness of requested information with the request list.
4, Determine, during early discussions with management, whether there
have been:

Any significant changes in policies, procedures, computer systems,
or personnel relating to custody activities or processes.

Material changes in products, volumes, or market focus.
Significant levels and trends for exceptions, fails, or losses for each
custody services area.

5. Review the bank’s business and strategic plans and determine whether
management’s plans for the department are clear and reflect the current
direction of the department.

6. Using what you learned from these procedures and from discussions
with the bank EIC, determine the scope of this examination and its
objectives.
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Custody Services Quantity of Risk

Conclusion: The quantity of risk is (low, moderate, high).

Objective: To develop an overall conclusion on the quantity of risk, the examiner
should first evaluate the quantity of transaction, compliance, credit,
reputation, and strategic risks. Only after quantifying these risks should the
examiner come to an overall conclusion on the quantity of risk.

Transaction Risk

Transaction risk is encountered in custody activities because of the high
volume of transaction processing inherent in the business. A bank controls
transaction risk by implementing a strong control environment.

Objective: To determine the quantity of transaction risk present in the bank’s
delivery and administration of custody services.

1. Evaluate the products and services the bank offers. Consider:
New products.
New markets.
Changes in technology.

2. Evaluate the total volume (both dollars and numbers) of transactions

processed and the volume and age of exceptions. Consider:
Volume of transactions settled daily.
Percentage of transactions requiring manual intervention.
Percentage of transactions that fail (rejects, trade fails, etc.).
Volume and age of reconciling items.
Cash.
Securities by depository.
House accounts (suspense, receivables, taxes, etc.).

3. Review the total market value of all assets held in custody services
accounts. Consider both the size and number of accounts.

4, Evaluate the significance of system and technology risks identified in IT
audits, BIT reviews, and internal control reviews of the custody
services area.
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Compliance Risk

Banks offering custody services incur compliance risk through contractual
relationships with customers as well as through the numerous applicable laws
and regulations, both domestic and foreign.

Objective: To determine the quantity of compliance risk related to the bank’s
custody services activities.

1. Review the nature and extent of custody activities, including new
products, services, and markets, that may have an impact on
compliance risk.

2. Evaluate the volume and significance of litigation and customer
complaints.
3. Evaluate the volume and significance of noncompliance and

nonconformance with policies and procedures, laws, regulations, and
prescribed practices.

4, Determine whether you must sample accounts to verify compliance
with relevant laws and regulations. Consider identified weaknesses in
internal control, audit, compliance, or risk management systems when
making your decision.

Credit Risk

Credit risk is encountered in custody services activities when a counterparty
does not fulfill its contractual part of a transaction, and the bank has to extend
or commit its funds to complete the transaction.

Objective: To determine the quantity of credit risk present in the bank’s delivery
and administration of custody services.

1. Review the types and volumes of custody services products that require
the bank to use a counterparty. Consider whether:
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Counterparty credit limits including daylight overdraft, pre-
settlement, and settlement lines are appropriate.

Credit risk is increasing or elevated because of services such as
contractual settlement and contractual income payment.

The bank is using settlement systems with irrevocable payments,
with delivery commitment features, or where settlement is not DVP.
The bank has conducted due diligence reviews of its third-party
sub-custodians when it provides global custody services.

The bank offers indemnification against borrower default or other
credit risks when the bank offers securities lending.

2. Review the overdraft list to determine the size, age, and general trend
of these items.

Strategic Risk

To evaluate strategic risk, an examiner should consider the levels of risk
associated with a bank’s custody services activities in relation to the bank’s
strategic objectives.

Objective: To determine the quantity of strategic risk present in the bank’s
delivery and administration of custody services.

1. Review the strategic plan for custody services and discuss with
management the strategic objectives the bank has established for its
custody activities. Consider the bank’s:

- Goals for revenue and net income growth.
Current technology capacity assessments.
Future technology needs.

Staffing.
New markets.

2. Determine whether any weaknesses were identified in other areas that
may hamper the bank’s ability to achieve its strategic goals.

Comptroller’s Handbook 45 Custody Services



As of May 17, 2012, this guidance applies to federal savings associations in addition to national banks.*

Reputation Risk

A sound reputation is essential for a bank custodian. The examiner’s
estimation of the quantity of reputation risk depends upon the level of
transaction and compliance risk and the quality of the bank’s control systems.

Objective: To determine the quantity of reputation risk present in the bank’s
delivery and administration of custody services.

1. Review the transaction risk, compliance risk, and strategic risk factors
to determine whether:
- The bank’s strategic plan is in place and being followed.
The control structure is appropriate for the volume and nature of the
transactions processed.
The compliance and audit programs have adequate policies and
procedures for the bank’s custody business.

The bank’s reputation has suffered from lawsuits, complaints, or
losses caused by custody service.
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Custody Services Quality of Risk Management

Conclusion: The quality of risk management is (strong, satisfactory, or weak).

Policy

Objective: To determine whether the board and senior management have
provided management with guidance on strategic direction and the
organizational structure of the bank’s custody services.

1. Review minutes, resolutions, bylaws, or other documents to determine
whether the board of directors or its designated committee has
approved and periodically reviewed:

- The strategic plan, strategic direction of the custody business, and
budgeting process.
The organizational structure of the custody business, including
delegation of the administration of the custody business to
designated persons or committees.

2. Evaluate the bank’s strategies for custody services products through
discussion with management and a review of technology plans.
Consider:

Whether custody services are consistent with the bank’s overall
mission, strategic goals, and operating plans.

The level of management’s knowledge of the industry operating
systems.

Whether management evaluates internal controls, security risks, and
vulnerabilities.

The bank’s internal expertise and technical training.

Management’s attention to system security monitoring and testing.
Management’s knowledge of and compliance with applicable laws,
regulations, and interpretations as they pertain to custody services.

Objective: To determine the adequacy of policies on custody services.

1. Determine whether the bank-adopted policies incorporate internal
controls, account acceptance, monitoring, new product approvals, and
audit.
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2. Determine whether the bank has adopted policies and procedures
specifically required by applicable law or regulation, including:
- 12 CFR 12 — Recordkeeping- and confirmation requirements for
securities transactions.
12 CFR 21 — BSA program.
17 CFR 240.17f-1 — Lost and Stolen Securities.
Other policies as required by applicable law.

Processes

Review the bank’s custody services to determine whether the board and
senior management have provided an adequate system of controls,
procedures, and practices for administering the processes needed to perform
its custody services.

Objective: To determine the effectiveness of the control processes for custody
services.

Note: The adequacy and scope of the audit coverage may affect the level of
examiner testing and sampling of custodial control activities. Whenever
possible, evaluate the audit early in the examination process. Refer to the
“Internal and External Audits” booklet of the Comptroller’s Handbook for
additional procedures.

1. Evaluate audit’s process review of custody services. Consider:
Whether the audit scope covers significant activities and controls.
The quality of the audit reports.
The independence of the audit function, including authority and
reporting lines.

2. Discuss with senior management its control process to gain an
understanding of:

The control culture and structure.
The results of any control self-assessment including administrative
reviews of custody accounts.
The control placed on high-risk custody processes (cash
movements, asset movements, and corporate actions).
The availability of any independent tests of the control structure —
audits, SAS 70 reviews, etc.
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Compliance reviews of processes and internal controls used.
MIS processes used to control high-risk activities.

3. Determine whether logical access controls on computer systems
adequately segregate duties. Does the process for monitoring
logical access to all systems? include:

A review of job profiles for segregation of duties related to
logical access needs (system to system)?

A timely review of all changes in logical access by independent
personnel?

The prompt removal of logical access for terminated and
transferred employees?

Notification of security personnel or senior management when
emergency access (firecall) is used?

4, Determine the adequacy of the control processes and segregation of
duties for assets held off-premises and on-premises. Consider:
- Logical access controls (for offsite depositories and custodians) such

as

Dual control procedures.

Independent free receipt and free delivery monitoring.
Independent daily position change verification.?
Independent monthly position verification.

Physical access controls such as

Dual control procedures.
Vault entry records.

Asset tickets.

Physical security measures.
Periodic vault counts.

5. Evaluate the bank’s control process for monitoring the accuracy of the
accounting controls for its custody services activities. Consider:
The promptness with which assets are posted to the system.
The process for managing routine and non-routine manual
instructions.

*The “Separation of Duties Matrix” at the end of the procedures may assist you in performing this

review.

3If the bank does not have active controls over free deliveries, an independent reconcilement of the
changes in the depository should be performed each day a change in the asset position occurs.
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The process for confirming that posted debit and credit totals agree

with posting totals (including rejects).

The separation of duties between:

— Data input and asset balancing functions.

— Authorization and release of assets or funds.

Periodic trial balances.

The timeliness of independent reconcilement functions and

exception reporting standards (includes aged items) regarding:

— Reconcilement and review of DDA positions.

— Reconcilement of assets held at each depository and other
custodians.

— Reconcilement and review of suspense (house) accounts.

— Internal control standards for follow-up, resolution, and
reporting standards for exceptions.

The effectiveness of the charge-off policy.

6. Evaluate the bank’s control process for house accounts, failed trades,
and corporate actions. Consider whether:

House accounts are established only after senior management
approves their stated purpose.
House accounts are reconciled and reviewed by independent
personnel, and aged items have trigger dates for escalation to senior
management.
All failed trades are appropriately processed and monitored.
The bank’s control process for corporate actions includes testing for
sufficiency by account and by units.
The control process for corporate actions includes trigger dates and
monitoring by personnel independent of the processing function.

Objective: To determine the adequacy of the account acceptance process.
(Review any audit or compliance reports for coverage of account acceptance.)

1. Evaluate the adequacy of the processes for account acceptance and
product development for custody services. Select a sample of new
accounts received and determine whether:

The bank assessed the account’s custody requirements including all
affected departments.

Due diligence reviews include customer identification and
expected transaction information.

The bank could lawfully service the account.
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The bank assessed the account’s potential to be profitable.

A committee or senior management received notice of the new
account (including house accounts) and approved its acceptance.
Any accepted account failed to meet one or more of the
requirements of established bank policy.

Objective: To determine the adequacy of the management information system
(MIS) process. (Review any audit or compliance reports for coverage of MIS.)

1. Determine the types and frequency of reports to management.
Consider:
Transaction exception reports (failed trades, missed corporate
actions, etc.).
Operational exception reports (out-of-balance errors).
Volume and efficiency reports.

2. Evaluate the bank’s process for determining the adequacy of its custody
information systems. Determine whether:
Critical applications or data are identified.
Security controls are defined.
Vulnerabilities associated with custody services are identified.

3. Determine the effectiveness of the bank’s backup process and
contlngency planning process. Consider:

Frequency of data backups.
Location where backups are kept.
Disaster recovery plan. (See Banking Circular 177(revised).)
Testing of disaster recovery plan.
Review of MIS plans of third-party service bureau or outsourced
vendor if applicable.

Objective: To determine the effectiveness of the processes designed to evaluate
and manage outsourced functions or third-party (vendor) services used by
custody services.

1. Evaluate the bank’s risk assessment process for outsourced or vendor
services. Consider whether:
Strategic and business plans are consistent with outsourcing activity.
Senior management and the board of directors are involved in
outsourcing decisions and vendor selection.
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2. Evaluate the bank’s due diligence process in gathering and analyzing
vendor information prior to entering into a contract. Determine
whether management considers:

- Vendor reputation.
Financial condition.
Costs for development, maintenance, and support.
Internal controls and recovery processes.
Establishing standards of service.
The vendor’s insurance coverage.

3. Determine whether the bank has reviewed vendor contracts to ensure
that the responsibilities of each party are appropriately identified and,
for information systems, whether contracts address topics in the
“Contracts” section of the FFIEC Information Systems Examination
Handbook.

4, Determine whether the bank has a process for evaluating existing
vendor services. Consider whether:

Management designates personnel responsible for vendor
management.
Designated personnel are held accountable for monitoring ongoing
activities and services.
The bank has an adequate process to ensure that software
maintained by the vendor is under a software escrow agreement
and that the file is regularly confirmed as current.

Objective: To determine the effectiveness of the processes designed to ensure
compliance with applicable laws. Consider the following:

Securities Transaction Recordkeeping Rules — 12 CFR 12
1. Determine whether the bank maintains the following minimum records
with necessary detail (12 CFR 12.3):
Chronological records.
Account records.
Memorandum or order ticket.
Record of broker/dealers.

2. Determine whether records are accurate and provide an adequate basis
for audit (12 CFR 12.3(b)).
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3. Determine whether the bank notifies the customer of transactions as
required by 12 CFR 12.4 or by the alternative forms of notification in
12 CFR 12.5.

Shareholder Communications Rules

SEC Rules 17 CFR 240.14-17 govern the distribution of proxy materials and
the disclosure of information about shareholders whose securities are
registered in a bank nominee name.

1. Determine the process used by the bank to code accounts (OBO or
NOBO)* to pass information received from issuers, such as proxies and
annual reports, to beneficial owners as appropriate (17 CFR 240.14c-2
and 17 CFR 240.14c-101).

2. Review bank responses to requests for information from issuers to
determine whether the responses were appropriate and timely (17 CFR
240.14b-2(b)).

U.S. Investment Company Assets — 17 CFR 240.17f
If the bank is the custodian of investment company assets, determine
whether the processes to comply with SEC revised rule 17f-5 and new
rule 17f-7 are adequate.

ERISA
If the bank is the custodian of retirement plan assets, determine
whether the bank’s process for receiving 12(b)(1) fees, shareholder
servicer fees, or other fees is in compliance with ERISA guidelines. See
Frost and Aetna letters (DOL Advisory Opinions 97-15A and 97-16A).

Free Riding — Regulation U — 12 CFR 221
Evaluate the bank’s processes governing free-riding. (Refer to Banking
Circular 275, “Free Riding in Custody Accounts.”)

Bank Secrecy Act — 12 CFR 21.21 and 31 CFR 103
Review with EIC the extent o